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Is your Cloud administration secure ?

Flash the QR 

Code, or Go to

www.beekast.live

and enter the 

code 492755
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Administration hardening

Active Directory
Critical assets hardening

All administration tools protected

Dedicated PAWs

Audit of admin security

(Tier 0)90 %

80 %

20 %

80 %

MFA30 %
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60 %

All administration tools 
protected

Dedicated PAWs

Audit of admin security

Critical assets hardening

10 %

< 5 %

30 %

Administration hardening

Active Directory vs Cloud

80 %

20 %

80 %

MFA30 %

90 %
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Is the compromise of Cloud as critical as the compromise of AD?

Let's embark on an interstellar journey…
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What just happened ? 
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Can reset passwords 
and MFA

Attacker

Virtual Desktop Infrastructure 

(VDI) subscription

Azure Resource Manager (ARM)

Entra ID

User: Global Admin

Intune Admin service 

account in a Key Vault

Global Admin’s 

workstation

Service account: Intune 

Admin

3. Searching for credentials

4. Compromise of an Intune 
Admin account

5. Deploying a script to extract 
Global Admin credentials

6. Compromise of a Global 
Admin, thus of the entire 

Tenant 

User: VDI Admin (Owner)

Full control over 
subscription resources

User: Another 

Project Admin

2 bis. Password and MFA 
reset of an Azure 

infrastructure admin

User: 

support L1

2. Trying to reset a Global 
Admin  password…

Device configuration 

automated tasks

1. Compromise of 
an IT support  

(phishing, 
credential theft)

What just happened ? 
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A Cloud Admin can do worse than an AD admin !

File storage and 
databases 
(all PaaS)

Network

Emails, meetings 
and documents

Backups

Windows VM and 
also Linux VM

Cloud admin

Laptops
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A Cloud Admin can do worse than an AD admin !

File storage and 
databases 
(all PaaS)

Network

Emails, meetings 
and documents

Backups
Cloud admin

Laptops
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Windows VM and 
also Linux VM
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What can we do ?

Let’s get back to basics
11
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Dedicated 
assets

Dedicated 
admin 

accounts

Why Active Directory
3-tier model ?

On-premise infrastructure

To ensure the compromise of a 

lower tier (T2) will not affect 

a higher tier (T1, T0)

T2

T1

T0

T1 admin

T0 admin

T2 admin

Domain 
controller

Infrastructure

User 
workstations

Technical administration – authorized logon

Technical administration – prohibited logon

Applicative flows (e.g. LDAP, HTTP, etc.)

Isolation requires

Dedicated 
network
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Manages 
IaaS and 

PaaS

Not the 
same 
access 

methods

Radically 
different 

permission 
model

Provides 
identities 
to SaaS

Exposed 
on the 

Internet

Why is the 3-tier model not applicable as is for the Cloud?
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Data/Workload Plane For cross-functional IT departments

Management Plane For infrastructure service management 

Control Plane For high privileged access control

A new model by Microsoft :

Enterprise Access Model 

User access For all B2B, B2C and public accesses

App Access (External) For APIs access 

TIER 0

TIER 1

TIER 2
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Accept to lose a single rocket 

but not the whole space center

Scope your Control Plane

What is systemic for your IS ?

15
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Project
Launch to the space/Cloud

Project pipeline
Deploy a single project

Projects
Other projects in development 

EDR
Detect and respond to security 

threats 

MDM
Device management

AD
Connect to on-premise resources

Scope your Control Plane

16

IGA 
Identity governance

IdP 
Identity provider

Bastion
Secure entry point for IaaS administration

CI/CD infrastructure
Set up the landing zone and all 

projects
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Scope your Control Plane
Project
Launch to the space/Cloud

Project pipeline
Deploy a single project

Projects
Other projects in development 

Control Plane: High privileged 
accounts within these tools

EDR
Detect and respond to security 

threats 

MDM
Device management

AD
Connect to on-premise resources

Bastion
Secure entry point for IaaS administration
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IGA 
Identity governance

CI/CD infrastructure
Set up the landing zone and all 

projects

IdP 
Identity provider
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Let’s prepare our journey
Here are 3 concrete examples 

to retake control
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Isolate Control Plane 

accounts from the 
help desk

Prefer local (Cloud-only) 

accounts for the control plane

Separate support accounts for user 

workstation administration from 
Cloud administration (to limit the 

impact of credential theft) Deploy 

phishing-resistant MFA

Control 

account lifecycle 
(IGA, CIEM)

Enforce conditional access 

and workstation 
conformity

Implement 

Just-In-Time admin (JIT)

IT support compromise

And the bastion (PAM) ? 19
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Integrate the administration of the 

Control Plane administrator’s 
workstation in the Control Plane

Level 1: Standard PC but with a 

dedicated management in MDM

Level 2: PAW with a dedicated 

management in MDM

Control Plane Admin’s Laptop compromise

20
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Apply the least privilege principle on 

accounts used by the CI/CD infrastructure. 
Make sure they don’t have permission 

outside of their scope

Automate when possible 

⁄ Infrastructure as Code (IaC)
⁄ Configuration as Code (CaC)

⁄ Policy as Code 

Standard development process 

Protected branches in Git to reduce 
human errors and to ensure reviews 

before deploying to production

Least privilege for runners

Use OIDC to adjust the 
permissions of the runner 

according to the execution 

context (project, environment…)

CI/CD compromise

Conduct red team following the 

hypothesis of a compromised runner 
to map assets at risk
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Wait a minute…

Don’t we have a Domain Controller 

in the Cloud?

Oh no… 

Our well-secured AD…
22
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1. Taking control of 
the AD subscription

2. Discovery of a domain 
controller (DC) hosted on 

a virtual machine (VM)

Azure

AD Subscription

Attacker

machine

3. Snapshot of the disk of 
the DC (bypassing EDR or 

up-to-date OS)

5. Privilege 
escalation to 

Domain 
Administrator 
(golden ticket)

4. Retrieval of the 
password hash 

database (NTDS.dit)

AD : Domain 

Administrator

AD Tier 0

Hardened on-prem Active Directory

DC

6. Compromise of 
the entire on-prem 

domain

Attacker

(Global Admin)

User: AD subscription 

admin (Owner)

Control over all 
subscription resources

Domain Controllers are also hosted in the Cloud for performance and availability
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1 Define what is systemic for your infrastructure

2 Assess your current risk with a security audit

3 Define a roadmap to secure the assets most at risk

4 Prepare for Cloud eraser scenarios

Don’t think only of technical solutions 
but also, organizational and process solutions 

Where do we start our training path ?
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Questions ?
How do you feel about your Cloud administration now ?

Flash the QR 

Code, or Go to

www.beekast.live

and enter the 

code 492755
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You have completed your first training to 

fly to the moon !
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