
T h e  r e g u l a t i o n ,  f i r s t  o f  i t s  k i n d ,  l a y s  o u t  d e t a i l e d  c y b e r s e c u r i t y  
re q u i re m e n t s  f o r  f i n a n c i a l  s e r v i c e s  f i r m s  w i t h i n  t h e  j u r i s d i c t i o n  o f  t h e 
N Y S  D F S .  T h i s  p u b l i c a t i o n  p rov i d e s  t h e  s u m m a r y  o f  t h e  N Y S  D F S  cy b e r s e -
c u r i ty  p r i o r i t i e s  a n d  t i m e l i n e  co n s t ra i n t s  a n d  h i g h l i g h t s  h ow  to  l eve ra g e 
p a st  i n i t i a t i ve s  s u c h  a s  F F I EC  C AT  i n  t h e  F i n a n c i a l  I n s t i t u t i o n’s  co m p l i a n ce 
p ro c e s s .
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By the first certification submission date, 

financial institutions must assess their 

specific risk profiles (including the risks 

derived from their activities, businesses, 

and third parties) and build an appropriate 

However, between now and 2018, finan-

cial institutions have a milestone to 

meet. By August 28th, covered enti-

ties must comply with challenging risk 

assessment requirements and risk-based 

Key activities due by August 28th, 2017

Inputs and results of cybersecurity office working towards NYS DFS compliance
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RISK ASSESSMENT

PROGRAM / POLICIES

AWARENESS

THIRD PARTY SECURITY

CONTROLS

RESILIENCE

2 /  �CO M P L I A N C E  W I T H  T H E  R E G U L AT I O N  I S  R E Q U I R E D ,  
A N D  A U D I T S  A R E  E X P E C T E D  TO  S TA R T  S O O N

cybersecurity program with corresponding 

policies. The regulation touches on all aspects 

of cybersecurity, including responsibilities of 

the CISO, cyber-awareness among all staff, 

third party security, appropriate risk controls, 

cybersecurity control requirements. 

These requirements include perfor-

ming an initial assessment of threats 

and business risks within the enter-

prise, identifying underlying assets and 

and enterprise resilience against cyber issues. 

While the risk assessment will inform the 

program, it will also help the CISO obtain an 

immediate understanding of the cybersecu-

rity capabilities within their institution.

vulnerabilities that impact business 

priorities in case of a cyber incident, as 

well as developing an operating model 

to remediate control gaps discovered in 

the assessment.

What needs to be done

OPERATING MODEL FOR CYBER 
RISK MANAGEMENT

Develop the cyber risk 
assessment organization, 
governance and processes

THREAT & RISK ASSESSMENT
IDENTIFICATION  

OF UNDERLYING ASSETS
VULNERABILITIES  

ASSESSMENT

Identify top priority  
cyber threats and risks by 
business line and function

Identify and map risk  
to each key asset  

(data and systems)

Evalate systems’ security 
weaknesses through  
penetration testing












